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Abstract

Cloud computing has emerged as a popular paradigm for delivering scalable and flexible computing
resources to businesses and individuals. However, assuring the performance and security of cloud
systems continues to be a significant concern. Multiple users or tenants can share the same cloud
infrastructure thanks to multi-tenancy, a crucial notion in cloud computing. This dissertation explores
the integration of multi-tenancy as a means to enhance the security and performance of cloud systems.
The comprehensive review of the existing literature on cloud computing, multi-tenancy, and the
associated security and performance challenges. It analyses the benefits and drawbacks of multi-
tenancy and identifies the key research gaps that need to be addressed. To address the security
concerns, the dissertation investigates various security mechanisms and techniques that can be
employed within a multi-tenant cloud environment. It explores access control models, encryption
techniques, and secure data isolation methods to ensure the privacy and integrity of tenant data. The
dissertation also explores auditing and monitoring mechanisms to detect and mitigate potential security
breaches.
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INTRODUCTION

The phrase "cloud computing™ describes the method of gaining access to data and programmes stored
on remote servers in various data centres over the Internet. Instead of storing data and applications
locally on each user's computer or mobile device, cloud computing stores everything on a centralized
server. As with many other modern applications, Facebook can be accessed and updated from any web-
enabled device [9]. Cloud computing is rapidly becoming more widespread in the technical sector in
today's age of plentiful digital resources. Academic experts, corporate tycoons, government officials,
and IT companies have all voiced concerns about
the security of cloud computing and the issues it
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Research efforts are being concentrated on finding ways to strengthen the safety and efficiency of cloud-
based, distant education platforms. Several research studies have looked into how cloud computing
might be used in virtual classrooms. Researchers have already established that both the performance
and security of the data are inadequate. Information sent over the internet needs to be transferred quickly
and safely. Before being delivered across a network, digital content assets should be encrypted and
compressed. Researchers implemented a content substitution technique to lessen the size of the
transmitted packets [13-15].

CLOUD COMPUTING

To describe a model of service delivery in which consumers obtain on-demand, networked access to
configurable computer resources that may be swiftly installed and released with minimal administration
effort or contact from the service provider, the phrase "cloud computing™ is commonly used. Despite
its numerous advantages, cloud computing also poses new difficulties for data centers and business
application designers and administrators. In light of the possibility that this novel deployment model
possesses characteristics very distinct from those of conventional designs, the efficacy and effectiveness
of conventional defensive systems are being reevaluated. A different approach to cloud security adopts
the security models used in shared multi-user mainframes and applies them to the cloud. Both public
and private cloud services might benefit from having their administration handled by a third party [16—
20]. Therefore, cloud service providers have a substantial financial interest in developing and
maintaining a safe system for managing their services. Access to sensitive data, data isolation, privacy,
bug exploitation, recovery, responsibility, hostile insiders, management console security, account
control, and multi-tenancy are just some of the security challenges that have been brought to light. Using
several cloud providers, standardizing APIs, and enhancing support for virtual machines are all
strategies for safeguarding the cloud in addition to encryption and PKI. This system intends to advance
the TDT4 (Topic Detection and Tracking (TDT-2004)) mechanism and the privilege mechanism by
combining research from the crypto and IR areas. The goal is to deliver a system architecture that
guarantees safety and efficiency [21-25].

ARCHITECTURE OF CLOUD COMPUTING:

Cloud computing architecture [11] consists of the front end and the back end. The front end is the
part of the system with which the user has direct contact, while the back end handles all of the processing
that occurs on the cloud. While there are many alternative implementations of cloud computing, the
most basic or conceptual architecture has just three entities: the end user, the intermediary layer, and
the cloud itself. The end user layer contains all the sensors, Smart devices, actuators, etc. that constantly
generate data by monitoring their environment. There is a layer of devices in the middle that acts as a
bridge between the end consumers and the cloud. The cloud computing infrastructure provides access
to digital workstations, data storage, and processing services via the Internet. Figure 1 depicts the overall
architecture of cloud computing. With the explosion in the number of Internet of Things devices over
the past decade, centralized computing models like parallelism, grids, and clouds have had to give way
to the more distributed Fog-assisted cloud computing [12]. Concerns about latency, bandwidth, and
security have arisen because of the enormous amount of data being produced by these 10T devices.

LITERATURE REVIEW

Multi-tenant FPGA in the cloud was examined by M. K. Ahmed et al. (2022). FPGAs have
advantages in speed, flexibility, and acceleration over more static processing systems like central
processing units and graphics processing units because they enable for changes to be made during
execution. FPGAs are superior to other computing technologies in optimizing and speeding up
massively parallel search operations and signal processing in terms of power consumption, latency, and
processing speed. Many of the largest public cloud providers, like as Amazon, have started introducing
cloud acceleration services based on field-programmable gate arrays. In cloud applications, FPGAS
allow for specialized acceleration with minimal power consumption, however this comes with
unexplored security risks. The cloud platform becomes more susceptible to malicious attacks if users
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are allowed to change the hardware configuration after it has been deployed. Due to safety concerns,
public cloud providers have yet to offer multi-tenant FPGA services. This essay looks ahead to future
challenges that will need to be handled [1] and explores the dangers associated with using multi-tenant
cloud FPGAs.
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Figure 1. Cloud Computing Architecture.

Engineering software in the cloud, cloud-based network security, and cloud performance
measurement were all introduced by R. O. Akor et al. (2020). Modern software engineers are able to
more effectively combine the evolution of computer information technology with Internet technology
and computer technology to create ground-breaking programmes because of the increased computing
power, analysis capabilities of software engineering, and storage capacities made possible by cloud
computing. Data gendering security needs constant attention. By drawing parallels between the native
engineering that exists outside the realm of internet access and ideas like network speed analysis,
uptime, and downtime [2], this article provides a systematic introduction to the concept of cloud-based
software engineering as well as its safety and general performance assessment.

Problems, existing solutions, and future challenges in establishing a secure cloud environment were
discussed by Y. Alghofaili et al. (2021). Several layers of cloud infrastructure’s security are examined
in depth in this article. It investigates the top infrastructure issues that could affect the cloud computing
business model. It also discusses how various approaches to security issues are currently being
addressed in the literature. An overview of the outstanding issues is provided to facilitate their
resolution. In-depth analysis of the issues at hand revealed that cloud features like adaptability,
elasticity, and multi-tenancy pose new challenges at each tier of the infrastructure. Since multi-tenancy
can lead to concerns with availability, misuse, data loss, and privacy violation, it has been shown to
have the greatest influence across all layers of infrastructure. Finally, this survey provided
recommendations for subsequent research [3].

In 2019, A. S. A. Yancheshmeh et al. analyzed cloud multi-tenancy security. Cloud computing has
evolved as the next phase of network computing in a world where everything may be transferred quickly
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via the Internet. Since cloud computing provides "pay-as-you-go™ access to applications, processing,
network, and storage resources as on-demand services, it has enabled even the smallest of enterprises
to build web and mobile apps for millions of users. Tenants may receive these services via Infrastructure
as a Service, Platform as a Service, or Software as a Service. In an effort to keep costs down for their
clientele, cloud service providers have begun to experiment with a model called "multi-tenancy” [4].

Resource sharing can be optimised with multi-tenancy and load balancing in the cloud, as
demonstrated by the research of S. Q. A.-K. Al-Maliki et al. (2022). Cloud computing has attracted a
lot of attention from academics and corporate executives in recent years. Given the cloud's potential to
facilitate data sharing and promote cost efficiency, it is likely to maintain a prominent position in the
foreseeable future. This article provides a concise overview of how cloud computing might benefit
academic and digital libraries through the use of multi-tenant and load-balancing technologies to
facilitate the sharing of digital resources. They propose a new paradigm for the sharing of digital
resources by augmenting the current user service model with private cloud storage for additional sectors
like the medical and nancial elds. This research discussed cloud computing and its applications, as well
as digital data optimization for service delivery via the internet. This study's findings could be used to
pinpoint and create high-quality, multi-tenant cloud service load-balancing solutions [5].

The concept of cloud computing security was first developed by B. Alouffi et al. (2021). Researchers
conducted a comprehensive literature study and determined that these 80 papers were the best available
options for resolving the issues raised. Based on the findings of this SLR, seven critical security threats
to cloud services have been identified. The evaluated literature revealed a preponderance of discussions
about data manipulation and leaks. It was understood that there were security concerns with both data
storage and data infiltration in the cloud computing environment. Data outsourcing by end users is still
an issue for cloud service providers and their clients, as was found in this SLR. We observed that
blockchain technology has the potential to be employed as a complementary tool in the fight against
safety issues. The SLR concludes with suggestions for follow-up work that could improve data privacy,
integrity, and accessibility [6].

In their 2020 study, L. Campanile et al. focused on the effectiveness of security monitoring in shared
cloud-based applications. In this paper, the authors present a modelling approach that is well-suited to
assisting professionals in planning and evaluating relevant parameters when dealing with new designs
or migration projects, particularly with regards to the delays that may affect security monitoring systems
in cloud based architecture. The technigue depends on modularity and multi formalism methodologies
to handle complexity and guide designers through an incremental process, aid in the transfer of technical
knowledge into modelling practice, and facilitate the use of simulation. They provide a practical
example motivated by a mandated new law for the Italian public sector concerning data centres [7].

The suggested ECC work by S. U. Chandrika et al. (2022) [8] protects the privacy of messages sent
over MTC. Our research found a considerable reduction in the time needed to complete all of these
studies when compared to established methodologies. The revised ECC was so effective because it
required less memory, was faster, had smaller key sizes, generated keys quickly, and saved a lot of
resources. The encryption time for the proposed MECC system with a key length of 4096 bits was just
51 ms, which is a significant improvement over the current method (92 ms). Likewise, The proposed
methodology requires 159 ms to decrypt a 4096-bit key. When compared to state-of-the-art algorithms
like AES, Blow Fish, and Two Fish, the proposed method uses 836 less kilobytes of storage space for
the cypher text key. Furthermore, the time needed to generate a key (35 s) appears to be significantly
smaller than that of existing methods. Key generation time, encryption/decryption time, and
computational complexity are all areas in which the proposed method shows clear advantages over
state-of-the-art alternatives.

PROBLEM STATEMENT
Multi-tenancy issues have become increasingly common as the cloud computing market has
expanded. In addition, a number of major firms have moved to cloud infrastructure. Cloud computing
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allows users to access a wide variety of internet services. It makes no difference where you put your
data storage device. Information or data may be obtained from the internet. Position is unrelated to
where one resides. Cloud service consumers and renters benefit from a number of features, including
flexibility and scalability. If a tenant's needs change, they can adjust their resource allotment up or
down. Cloud infrastructure maintenance is not the responsibility of tenants or users [26-30]. This is a
challenging and potentially deadly issue in multi-tenant cloud computing. There is always a chance that
information could be lost, stolen, or hacked. Inadvertently granting access to the database by the
administrator leaves the door open for an unauthorized user to get entry. Even while software and cloud
computing companies say consumer data is secure than ever on their servers, there are still security
weaknesses. SaaS apps may have varying response times due to their distributed nature. In compared
to their server-based equivalents, SaaS applications are famously slow and sluggish. This slowness
lowers the overall efficiency of the systems. In the increasingly competitive cloud computing market,
poor performance is a serious problem for cloud service providers. It's critical that multi-tenancy cloud
service providers increase their productivity.

PROPOSED WORK

To achieve these objectives, research is considering the proposed research methodology that involves
a systematic review of existing literature, an analysis of the challenges, proposed model along with the
evolution of comparison. Present research work has considered research related to cloud computing and
security challenges and focus has been made on the factors that is influencing security as shown in
Figure 2. In this way proposed work would be capable to enhance security mechanism by integrating
Multi-tenancy in cloud. Finally comparison of the performance and security of conventional and
proposed work would be made [31-34].
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Figure 2. Proposed Research Methodology.

CONCLUSION AND FUTURE SCOPE
Conclusion

Although sophisticated algorithms like DES, AES, and RSA are utilized by conventional data
security methods to offer security, these methods are notoriously sluggish to perform. While polynomial
encryption is fast and provides some security, Deep Learning's training of the data set necessitated the
existence of preceding records in order to effectively teach the computer. Adding deep learning to
polynomial encryption is a necessary step towards achieving optimal security. Cloud data storage
services that use cutting-edge hybrid, automated security architecture will soon be available to these
enterprises.

Future Scope
Multi tenancy describes the practice of allowing multiple tenants to share the same cloud computing
service. In the cloud, users are unaware of and unable to communicate with one another, and their data
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is segregated from that of all other users. With multi-tenancy, cloud data platforms may serve an endless
number of customers with the same set of resources without the need for custom application
development or the exposure of sensitive data. Multi-tenancy is widely used because it is the foundation
of most local data centers, SaaS, and other cloud services. The advantages of multi-tenancy include
increased processing capacity at lower cost, improved resource utilization, and reduced maintenance
expenses when compared to single-tenancy.
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