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Abstract

In the face of increasing cyber threats, this work presents advanced securlly quiomation program
(454F) a revolutionmy solution aimed at addressing modern cyber threats through the utilization of
artificial inmtelligenice (Al) and opem-sowrce technologies. Unlike conventional security systems like
security information and evenr management (SIEM) and security operations cemter (SOC), ASAP
provides automated defense mechanisms that surpass their limitations by significantly increasing both
the speed and acciracy of incident detection by 50% to 90% and incident response efficiency by 30%
to 70% holistically at no cost. By democratizing cyvbersecurity, ASAP enables organizations of all sizes
and even individual systems to access robust protection without relying on expensive proprietary
solutions. By integrating open-source tools and Al ASAP enharices threat detection, simplifies incident
response, and bolsters overall cybersecuritv. The paper encourages collaboration by sharing not only
ASAP s architecrure but also development insights with the open-source communiny. By adopting ASAP,
organizations can proactively sirengthewn their defenses, mitigate cyber risks and ensure operational
continuity in the face of ever-evolving cyber threat. Our study wot only contributes to the field by
proposing ASAP but also identifies promising areas for future research such as integrating explainable
AT technigues to increase user trust and understanding of ASAP s decision-making processes.

Kevwords: Cyber-resilience, open-source technologies, advance secunity automation program (ASAP),
securnty mformation and event management (SIEM), security operations center (SOC)

INTRODUCTION

In recent vears, the world has witnessed a dramatic rise 1n cvber-attacks, presenting substantial
challenges to individuals. businesses. governments, and critical infrastructure globally. Traditional
cvbersecunty measures like antivirus software and firewalls are struggling to keep pace with the
increasingly snphimcatf.d nature of these attacks. Furthermore, as orgamzations transition towards
cloud-based services and mtegrate more devices mto their operations, the need for robust defense
mechanisms has become more urgent. However, this shift to cloud environments also widens the attack
surface, leaving systems vulnerable to explottation by cybercniminals. While there are options available,
such as mvesting m powerful and expensive
equipment or deploving real-time threat detection
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To address these pressing challenges, inmmovative
approaches are emerging, among which 13 the
advanced security automation program (ASAP).
This groundbreaking solution leverages the
capabilities of artificial intelligence (AI) and open-
source technologies to debver comprehensive,
automated secumty measures. By democratizing
cybersecunity, ASAP empowers orgamizations of all
stzes with strong protection, eliminating the need
for costly proprietary solutions.
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This study seeks to delve into the landscape of cybersecurity incident response and adaptation in
light of evolving threats. Tts primary goal is to develop a system capable of identifyving critical assets,
detecting potential cvher-attacks, assessing their impact, and formulating mitigation strategies to
ensure uminterrupted business operations. Through a detailed methodology mvolving the analysis of
existing security tools, the framework and zmplementancu of a customized security system and an
evaluation of its effectiveness, this paper aims to contribute to the advancement of cybersecunty
practices. Moreover, this study will explore the emerging trend of security operations centers (SOCs),
which offer an ideal approach to cvbersecurity encompassing detection, investigation, response and
prevention to threats.

While traditionally accessible only to large enterprises due to their high costs. ASAP presents a viable
alternative for organizations with limited resources, promising enhanced security posture, greater
control over attack surfaces. and expedited deplovment times at a more affordable price pomnt. By
investigating these mnovative cybersecunty approaches, this study seeks to provide valuable insights
and practical recommendations for orgamizations aiming to strengthen their defenses and adapt to the
ever-evolving threat landscape.

LITERATURE REVIEW
Present Intrusion Detection System Technulogies

In the landscape of cybersecurity, intrusion detection systems {]]355} play an important role mn
defending networks against evolving threats. These systems come in various forms: network mtrusion
detection systems (NIDSs) momtor network traffic across multiple locations, host intrusion detection
systems (FHIDSs) provide msight into system activity on personal computers or servers, and cloud
intrusion detection systems {C‘IDSE} bolster network security within cloud environments. TDSs employ
diverse detection techmiques such as anomaly-based detection which analyses deviations from usual
behavior, signature-based detection which compares network traffic agamst known attack patterns and
stateful protocol analysis, which identifies potentially malicious command sequences. However,
traditional IDS methods have imitations including false alarms, performance impacts, and the need for
speciahzed expertise for configuration [1, 2]

In assessing IDS tools. several criteria are crucial These include robust log gathenng and
management services, comprehensive log analysis systems equipped with pre-written tools for intruder
detection, live network monitors capable of identifying anomalous activities, threat hunting capabilities
for alerting on suspicious behavier, triage processes focusing on well-known intrusion actions, and
offerings such as free trials or money-back guarantees for nizsk-free evaluations.

Present Incident Response System Technologies

Incident response systems (IRSs) are crucial components of cybersecurity infrastructure, offering a
structured approach to identify, contain, eradicate, and recover from secunty incidents. These systems
feature common functionalities such as continuous monitoring, alerting, nvestigation support,
containment tools, remediation capabilities, and reporting functionalities. The IRS process
encompasses several steps, including preparedness to establish response plans, detection to identify
incidents. control to contain the situation, elimination to eradicate vulnerabilities, recovery to restore
operations, mvestigation for root cause analysis, and continuous improvement for ongoing enhancement
of security practices.

In evaluating IRS tools, key criteria include seamless imtegration from detection to resolution
systems. integration with access rights managers and firewalls, customizable action rules, extensive
action logming, proviston of live status reports, availabality of free trials or demo options for nsk-free
evaluation and value for money represented by automated systems at reasonable prices. Among the
notable frameworks for incident response are System and Orgamization Controls, National Institute of
Standards and Technology (NIST), and ISO 27001, each offering suidelines and best practices for
effective mecident management.
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Challenges in Present IDS and IRS

On the basis of companson made of various IDS and IRS technologies as shown in Table 1, there are
significant challenges for IDS and TRS. These barners include limited cost-effective outsourcing options,
hindrances i log collection and analysis, reliance on signature-based detection leading to vulnerability
against zero-day threats, lack of deployment flexibility, global skill shortage in cybersecunity, integration
obstacles, regulatory compliance burdens, and the dynamic nature of the threat landscape [3].

Addressing these challenges 15 paramount to establishing a resihient security framework capable of
effectively mmtigating evolving cyber threats. Collaboration among stakeholders, continmous
improvement of systems and processes, and a proactive approach to cybersecurity are essential for
navigating the complexities of the current IDS and IRS landscape.

Optimal Improved Solution

Building an optimal integrated incident response (IR) meoedel mvolves leveraging pervasive
intelligence to navigate the complexities of the cybersecurity landscape. This analysis explores key
features and their impact on cyber secunty, presenting the best solution for each aspect Key
functionalities of the proposed model should include hybnd secunity information and event management
(SIEM)/securnty orchestration, automation, and response (SOAR) functionality that integrates log
management and analysis with automated response capabilities. Real-time monitoring uses both SIEM
and TDS software for immediate threat identification, promoting a proactive approach to reducing the
impact of threats. Automated remediation and remediation mechanisms_along with comprehensive log
collection and management_ ensure rapid response and proactive risk mitigation. Advanced anomaly
detection and tracking will further enhance threat identification capabilities. Integration and adaptability
are critical to the model’s effectiveness, with seamless integration ensuring compatibility with existing
tools and scalability across different emvironments. Cost-effectiveness 15 achieved through outsourcing
and open-source options, while cloud mtegration provides flexability and resilience. Advanced capabilities

Table 1. Companson among present intrusion detection syvstem (IDS) 1ncident response system (IRS)

technologies.
Feature | AlienVault | LogBhythm Rapif 7 Wazuh Snort Suricata OpenVAS
| Imsight IDR |
Proz - All-in-one|- Advanced|- Feal-time - Open-source |- Open-|- High-speed |- ﬂpem—sau.rc&"
solution anahhics, Al-|threat customizable, |zource, fast|metwork customirable
powered threst defection advanced mstaliation  |detection.
detection endpoint threat Open-:ource
visibility detection
Cons - Can  be|- Can bei- - Besource|- Limited |- May require |- Requires|
complex to set | expensive  for|Subscription |mtensive vigihility imto |specific manual  effort
up and | large model can be encrypted expertise o |for
mEnEge deployments costly traffic mansge vulnerability
| | - — 4 eyt M | | — B — | o
Monitoning |- Real-time |- Comprehensive |- Security |- Real-time |- Network|-  Network |- Valnerability
event: and traffic traffic sCanning
| shfpowts |
Tvpe Security SIEM SIEM SIEM Intmsion IP8 Vulnerability
information prevention seanner
and event syztem (IPS)
management
(SIEAD) |
Deployment | On-device, 'Gn-de'ril:e: cloud |On-device;, |On-device, On-device  |On-device, |On-device, |
cloud, hybnd cloud cloud clowd clond |
Focos Threat Threat detection| Threat Secunty Intmsion Intrnsion Vulnerability |
detection and|and responze detection and|monitoring  |detection and | detsction and | aszasament
IEsponse Tesponse and analysiz |prevention  |prevention |
Pricimg Free trial, paid |{Free tmial. paid|{Free tnal, | Free and |Free.  paid|Free.  pzad |Free P‘ﬂil.']:
planz planz paid plans commercial  |support support support
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such as Al-powered threat detection and automated deployment mncrease response effectiveness, while
adaptive response strategies ensure dynamic adjustments based on evolving attack patterns. System
independence and secunty measures reduce the nisks of breaches and maintain trust Operational
efficiency 13 priontized through computational efficiency and user-friendly configuration, reducing
complexity and optimizing resource allocation

Finally, incorporating these features into a umfied IR model empowers orgamizations to establish a
robust mncident response framework. This comprehensive approach effectively addresses evolving
cvbersecunty threats, optimizes resources and mcreases operational efficiency, enabling proactive
defense against cyber adversaries in an increasingly complex threat landscape. So, the technologies
selected to create the optimal framework is concluded on these results.

1. Security informarion and event management (SIEM): In 2022_Wazuh was chosen due to its open-
source nature, affordability, centralized architecture. extensive rule sets, and cloud support,
making 1t ideal for organizations seeking cost-effective SIEM zolutions.

2. Intrusion detection system/intrusion prevention system): In previous years, Suricata was selected
for its open-source nature, multi-threading capabilities, hardware acceleration, and extensive
Wazuh integration documentation.

1. Endpoint protection. Wazuh's SIEM capabilities extend to extended detection and response
(XDR), offering real-time correlation, threat detection. and on-device remediation. making 1t a
cost-effective choice for comprehensive endpoint protection.

In summary, Wazuh and Suricata provide strong open-source secunity solutions for orgamizations
secking cost-effective SIEM, IDS/IPS, and endpoint protection capabilities [4-6].

STATE OF THE ART
FLK (Elasticsearch, Logstash, Kibana) Stack
1. Elasticsearch: Tt 15 a distnbuted, RESTful search and analytics engine constructed on Apache

Lucene [7]. Renowned for 1ts scalability, real-time processing, and ability to swiftly search and

analyze extensive datasets, it offers potent full-text search functionalities, accommodates

intricate quenies, and facilitates aggregation for analytical purposes [4].

Logstash: An open-source data processing mpeline that concurrently collects, processes, and

ingests data from multiple sources [8]. It parses and transforms data from various formats and

sources, includmg logs, metnics, and other structured or unstructured data, before forwarding 1t
to Elasticsearch or other designated destinations.

3. Kibana: A web-based data exploration and visualization tool seamlessly compatible with
Elasticsearch [9]. It offers a userfriendly imnterface for crafting custom dashboards,
visualizations, and reports to analvze and interact with data housed in Elasticsearch indexes.
Supporting various visualization types, including charts, maps. and meore, it enhances the
capability to explore and understand data effectively.

I

Wazuh

It 15 an open-source security management platform designed to aid organizations in detecting and
responding to security threats promptly. It comprises agents deployed on endpoints to gather security-
related data and a central management server for processing and analyzing this mformation. Wazuh
caters to a range of security use cases, such as file integrity momitoring,_ log analysis, intrusion detection,
and compliance auditing

Suricata

Open-source NIDS and IPS [10]. It performs on-time packet logging and traffic analysis on mternet
protocol (IP) networks. Suricata is capable of detecting and preventing a wide range of threats, including
exploits, intrusion attempts, malware, and other suspicious activities, by inspecting network traffic
against predefined rule sets.
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Beats

Beats are lightweight data shippers or agents developed by Elastic [11, 12]. They are developed 1n a
way to collect different types of data from servers, systems, and applications after that they send it to
Elasticsearch or Logstash for analysis and visualization n EKibana Beats come m different flavors
tatlored to specific data types. such as Filebeat for logs, Metricbeat for metrics, Packetbeat for network
data, and Heartbeat for uptime monttoring.

Elastalert

Open-source framework using anomaly detection patterns for alerting of interest in data stored m
Elasticsearch. Tt integrates seamlessly with Elastic-search and provides a flexible rule-based alerting
mechanism Users can define mules based (plavbooks) on quenes or metnics and specify alert actions,
such as notifving via email or other channels, when matches occur.

Open Distro for Elasticsearch

It 15 a commumity-driven. open-source distnbution of Elasticsearch enhanced with additional secunty
features, alerting capabilities, and other enhancements. It includes plugins such as Open Distro Security,
which provides authentication, authorization, encryption. and audming features, and Open Distro
Alerting, which enables users to create and manage alerts based on Elasticsearch data [13].

Praeco

An open-source alerting tool for Elasticsearch Praeco offers a graphical user interface for managing and
creating alerts utilizing Elastalert. Tt simplifies the alert configuration process by providing a query builder
interface and supports multiple notification channels such as Slack, Email. Telegram_and HTTP endpoints.

Nessus Esszentials

This 15 a very famous and free vulnerability scanner which enables organizations to identify and
prioritize security vulnerabilities in the networks and systems. It facilitates comprehensive vulnerabality
assessments, including malware detection, configuration aundits and web app scanning to help
organizations remediate secunty nisks and improve their overall security posture.

TheHive

It 1s an open-source Security Incident Response Platform (SIRP) designed to aid SOC teams
efficiently managing and responding to security incidents. It offers features for alert tnage. case
management, evidence gathering collaboration, and reporting. enabling analysts to streamline and
automate incident response processes.

Cortex

Open-source threat intelligence platform that integrates seamlessly with TheHive for data enrichment
and analysis. It allows users to automate the enrichment of observables (e.g . IP addresses, domans,
URLs) by querving external services and correlating mdicators of compromuse (I0Cs) from vanous
sources to enhance mcident response capabalities.

Malware Information Sharing Platform (MISP)

It 1s an open-source threat mtelligence platform specifically crafted for collaborating, correlating
indicators of compromise (IOCs) [14], and managing relationships with malware and cyber threats. It
serves as a centralized platform for cybersecunty professionals and organtzations to share and analyze
threat intelligence data, fostering collaboration and enhancing cybersecurity efforts.

VolnWhisperer

It 15 a volnerability data aggregation and correlation tool that integrates with Elasticsearch and
Wazuh It helps orgamzations manage and prioritize vulnerabilities by collection and correlation of
vulnerability data from multiple sources and points such as vulnerability scanners, threat intelligence
feeds, and public databases.
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Cloud-based Security Operation Center (S0C) as a Service

A cloud-based SOC as a service 1s a managed security service offering that provides organizations
with comprehensive threat detection. mcident response, security monitoring, and securty analytics
capabilities hosted in the cloud. It allows organizations to outsource thewr security operations to a third-
party vendor or managed security service provider (MSSP) and leverage their expertise and
infrastructure to enhance their security posture [7].

Virtual Private Network (VPN) Tunnel

A secure VPN tunnel established to transmit data securely from Wazuh agents and Beats to central
processing components. It encrypts the data transmitted over the internet or untrusted networks,
ensuring confidentiality and integrity.

FROPOSED S5YSTEM

Figure 1 depicts the ASAP model, which appears to be a solution designed to handle various aspects
of cyber security. It includes features like log retention, analysis, monitoring, alert generation, report
generation, I0C enrichment and incident response management [3]. This model potentially serves as a
comprehensive framework for managing cyber secunty mcidents effectively and efficiently.

In the imtial phase of building a robust secusity information foundation, the focus lies on collecting
logs and security events from diverse sources across the network. This involves deploving agents such
as Beats and Wazuh on hosts and network devices to gather critical data. which 1s securely transmitted
to a central location, often through a VPN tunnel. Logstash serves as a central pipeline, recetving logs
from vanous sources and performing essential tasks such as parsing them into a standardized format
and enriching them with relevant metadata for better context. Once processed, the data 1s forwarded to
Elasticsearch, which acts as an effective search and analytics engine. Elasticsearch efficiently mdexes
the security data received from Logstash, optimizing storage and enabling rapid retrieval Secority
teams can leverage Elasticsearch’s robust search capabilities to investigate potential security mcidents
and analyses historical data to identify trends and patterns.
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Figure 1. Model outline.
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On top of Elasticsearch sits Kibana a data visualization platform that provides user-friendly
dashboards and visualizations transforming raw data mto clear and actionable msights. Security analysts
can utilize Kibana to identifvy anomalies, investigate suspicious activities, and monitor the overall
securtty health of the system. Elastalert. a rule-based alerting engine, plavs a crucial role 1 proactive
threat detection by continuously moenitoring the data within Elasticsearch for pre-defined I0Cs or
suspicious activity patterns. Upon detecting a potential threat, Elastalert generates secunty alerts within
TheHive, a SIEM platform

The ASAP model goes bevond traditional STEM solutions by incorporating automation for faster and
more efficient ncident response. Within TheHive, workflows can be configured to automatically entich
cases with additional context, invelving querying external threat mtellipence platforms like cortex
analyzers and MISP for relevant information. This can lead to erther automated resolution of low-risk
incidents or escalation to secunty analysts for further investigation While technology plays a prvotal
role m the ASAP model, human expertise remains the final line of defense. Secunty analysts claim and
investigate escalated alerts within TheHive, leveraging enriched context from cortex analyzers and
MISP to make knowledzeable decisions and take actions accordingly. The ASAP model fosters
collaberation among analyvsts, enabling them to share knowledge and collaborate on incident response
activities, ensunng a comprehensive and effective secunty posture. By collaborating use of open-source
technologies ELK stack, cortex analyzers, TheHive, and MISP, the ASAP model offers a compelling
alternative to expensive, tradifional SIEM solutions, empowering organizations to automate essential
securty tasks, streamline incident response, and strengthen thewr overall cybersecurity posture.

Working
This hybrid security model ASAP leverages open-source tools to achieve comprehensive incident
detection and response IDS and IRS across on-premises and cloud environments as shown in Figure 2.

On-premises Data Collection
1. Wazuh Agewr: Installed on devices like servers and workstations, 1t actively collects logs and
security data. including file integnty montonng (FIM) data and system configuration information.

Filebeat: Tt captures logs from file systems, such as application logs, system logs, and other log

files generated by various software applications.

3. Winloghear: Specifically designed for Windows systems, it captures Windows event logs,
inchiding secunty_ application, and svstem logs.

4. Audithear (optional component): Tt collects supplementary avdit logs to offer a broader
perspective on system activities, covering areas like user avthentication, file access, and system
calls.

5. Swricata: Tt focuses on monitoring network traffic to detect potential malicious activities such as
intruston attempts, exploits, malware infections, and various other security threats.

b

Data Transfer {Secure)
All collected data 1s transnutted through a secure VPN tunnel to assure that sensitive information 13
safe duning transfer over untrusted networks or the internet.

Cloud Data Collection (If Applicable)

Cloud agent: If deploved. collects logs and security data directly from cloud resources, such as virtual
machines (VMs) and containers munning in cloud environments like Amazon Web Services (AWS),
Arure, or Google Cloud Platform (GCP).

Data Pre-processing and Enriclimert

Logstash: Acts as a central processing hub, recerving data from all on-premises and cloud sources. It
performs various tasks like parsing, filtering, and enniching the collected data to standardize formats
and add additional context before storing it in Elasticsearch
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Data Storage and Analysis
1. Elasticsearch: Tt serves as the central data store for indesxing and storing all security-related data from
both on-premizes and cloud environments. Tt provides very efficient search and effective analytics
capabilies, allowing secunty analysts to perform complex queries and analysis on the stored data.
2. Kibana: Tt facilitates user-friendly UI for visualizing, investigating, and analyzing the secunty
data saved in Elasticsearch It enables security analysts to create self-designed dashboards,
visualizations, and reports generation to gain isights mto security events and incidents.

Alerting and Response
1. Elastaler:: Tt monttors the secunty data within Elasticsearch for anomalies, spikes, or other
suspicious patterns that may indicate potential secunty incidents. Tt triggers alerts when such
patterns are detected and sends them to security analvsts for further investipation.
2. Upon receiving alerts, securntyv analysts use Kibana to investigate potential security incidents,
analvze the data, and take appropriate response actions, such as isolating compromised systems,
remediating vulnerabilities, and implementing containment measures.

Threat Intelligence Integration (Optional)

MISP integration facilitates collaboration and sharing of threat intelligence data with trusted partners
and sources. It enriches the analysis by providing additional context about known threats. 10Cs, and
attack patterns. This enhances the detection and response capabilities of the security system.

ASAP offers a robust and cost-effective approach to secunty management across vour on-premises
and cloud mnfrastructure. By leveraging open-source tools and emploving a well-defined data flow wath
centralized secunty analysis and alerting, vou can notably improve the incident detection and response
capabilities.

INPLEMENTATION
To implement this ASAP model, following steps must be followed.

On-premises Data Collection
o Deploy Wazuh 4gent on endpomts for system monitoring and log collection.
s Deploy Beats (Filebeat, Winlogbeat} on key servers for centralized log collection

Deploying Wazuh Agent
s Download the Wazuh Agent installer for vour operating system from the official website or repository.
» Follow the mstallation instructions provided for vour operating system (O5).
» Configure the Warmh Agent to point to vour Wazuh manager or manager IP address for
centralized management and monitoring.
s  Start the Wazuh Agent service.

Deployving Beats (Filebeat, Winlogbeat)
* Download the Filebeat and Winlogbeat mstallers for vour operating svstem from the official
Elastic website or repository.
Follow the mnstallation instructions provided for vour 08,
Configure Suricata for network traffic monitoring and security event generation

Set up an on-premises Logstash instance to receive and pre-process data from Wazuh Agent,
Beats, and Suricata.

* {Optional) Consider adding Auditbeat for collecting additional audit logs from vour systems.

Default Wazuh interface 1z shown in Figure 3.
s Configure Filebeat and Winlogbeat to pomnt to your Logstash instance for centralized log collection.
»  Start the Filebeat and Winlogbeat services.
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Configuring Suricata
o Install Suricata on vour server or network appliance. The installation process mav vary depending

on your O5.

» Configure Suricata to momitor network traffic on your network interfaces and generate secunty

events.

» Customise Suricata rulesets according to your network security requirements.

Start the Suricata service.

Sefting up Logstash
» Download and install Logstash on a central server that has network connectivity to the endpoints,

servers, and Suricata instance.

» Create Logstash configuration files (logstash conf) for processing data from Wazuh Agent,

Filebeat, Winlogbeat, and Surtcata.

Configure mput plugins to listen for data from various sources (Beats, Wazuh, Suricata).
Configure filter plugins to parse, enrich, and mampulate the incoming logs as needed.
Configure output plugins to send the processed data to Elasticsearch for indexing.

Start the Logstash service.

Optional: Adding Auditbeat

Clo

Download the Auditbeat mnstaller for your operating systemn from the official Elastic website or
repository.

Follow the mstallation instructions provided for vour O5.

Configure Auditheat to collect additional andst logs from vour systems.

Configure Auditbeat to send the collected audit logs to Logstash or Elasticsearch.

Start the Auditbeat service.

ud Data Collection (Optional)
Deplov Wazuh Cloud Agent on cloud resources to collect logs and secunty data.

1
2 Forward data from the Cloud Agent to a cloud-based SIEM platform.

ELK Stack Deployment

L

Install and configure the ELK (Elasticsearch. Logstash. Kibana) stack in your chosen cloud
efivironmetit.

Create Virtual Machine (WM):
+ Log in to your cloud prosdder's console,
- Mivigale Lo the compule seclion and create o new virlual machine.
* Cheosc the approprate operating system (o.g, Ubunt, Cent{¥5) for your VM,
= Allocate sulficient resources (CPUL BAM, storage) based on your expected workload.
Inztall Elasticsearch:
+ S5H into vour Vi,
* Add the Elasticsearch repository to your package manager's list of sources hash
Heode
sudo apt-get install apt-transport-hitps weel -q0 - hitps:faifets.elastie co/GPG-KEY-elasticsearch | sudo apt-
key add - sudo sh -¢ 'echo "deb hitps;/fartifacts,elastic.oo’packages! 7.x/apt stable main™ = feteapt/sonrces. list.d/
dlastic-7 5 st sudo spt-gel upidsle
+ Install Elasticsearch.bash
Hoode
auddn apt-get mstall clastcscarch
= Start and enable the Elasticsearch service bash
e ;
sudo svstemet] start elasticsearch sudo svstemet! enable elasticsearch
Inatall Kibana: _
s Add the Kibana repogitory to sour package manager's list of sources. bash
Heode
sudo apt-pet install apr-transport-hitps sudo sh ¢ ‘echo “deb hitps://artifacts.clastic.co/packages/ 7 x/apt stable
mmih”™ = felefaplBources sl delastic-7 x Dt sodo apl-pel apdate
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« Install Kibann bash
feode ;
sudo apt-get install kibans
+ Configure Kibana 1o connect 1o Elastucsearch bash
Heode
sudo nimd fetekibuanakibara, vl
et clasticszarch. hinsts to point to your Elasticrearch instance,
= Btart und enable the Kibuna service bash
Heode
sudo svstemct] start kibana sudo systemct] enable kibana
Install Logstash:
« Add the Logstash repositary to your package manager's list of sources. bash
Meode
sudo apt-get install apt-transport-hitps sudo sh -¢ ‘echo "deb hitps:fartifacts elastc.co/packages 7. x/apt siahiz
main®™ > jele/upl/sources sl dielastic-T sl sudo apt-gat update
* Install Logstash.bash
Heode
sudn apt-get install logstash
Configure Lopstash!
= Create Logstash configuration file(s) n /eiclogstash/conf.d!,
« Configure inpuis, {ilters, and cutpuis according to your requirements.
+ Start and enable the Logstash service:bash
Heode
sudo systemetl starl Iogstash swdo svstemet] enable lopstash
Accessing Kibana;
- By defioll, Kibata runs oh port 5501
. Cipen your weh browser and navigate to https/*<your-scrver-ip=; 5601 0 access the Kibana dashhoard,
Security Considerations:
. Comsider secuning yoor ELK Stack components by configuring authentication, encryption, smnd access
controls.
. Imiplement firewalls end network scourity groups o restrict sccess to the ELK Stack ports from external
networks.

Default ELK dashboard interface 1s shown 1n Figure 4

Secure Data Flow
# FEstablish a secure data flow between the on-premises and cloud-based Logstash mstances (if
using a Cloud Agent) using a FPN rusmel to encrypt data transfer.

Additional Security Layer (Optional)
» Deplov a cloud-based Wazuh instance for enhanced secunty analytics in the cloud environment.

Wazuh Integration
After setting up the ELK stack and data collection, integrate Wazuh to collect security-specific logs
and send them to the ELK stack for analysis.
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Visualizing Dashboards and ELK STEM
Once Wazuh is integrated, create dashboards i Eibana to visuahize security data from all sources (Wazuh,
Beats_ Suricata, etc.) and identify potential threats. This 15 where the STEM functionality comes mi

Alerting
Configure alerts tn Wazuh and the ELK stack to notify yvou when suspicious activity 1s detected.

Installing and Configuring ElastAlers, ElastAlert-Server, and Pracco
[, Instelling ElnstAlort, ElustAlert-Server, and Pracoo;
{Clone the required projecis:bash
Jieode
ed fete git clone hitps:Vpithub comYelplelastalert git git clone hitps: Vgithub com/ServerCentml/elustalen-
server.zit it clone hitps:/github.com/ServerCentral pracco. git
2. Setting up ElastAlert:
Mavigate o the ElastAlert directory:bash
feode
cd fetefelastalert midir rales rule templates ep config yvaml.example config yaml nano config. vaml
Configure config, yaml with appropriate settings like es_host and woichack indes.
3. Setting up ElastAlert-Server APL
Configure the APl server:hazh
Noode
nano /etc/elastalent-server'config/config. json
4. Troubleshooting Aler: Lops:
Muodify the metadata handler:bash
Meode
cd fete/elastalent-server/sre/handlers/metadata) nano get.js
Remove the line containing type: 'elastalert’.
5. Installing and Running ElastAlen-Server:
Install dependencies und start ElustAler-Server:bash
lfeode
cd feteelastnlen-server sudo npm install sudo npm mun start
fi. Setting up Prasco;
Change conliguration iles:
Jleode
ed fete/pracco/config nano api.config.json nano elastaler. yml

Install Pracco and expont environment variables:

Meode

sudo npm irstal] export PRAECO ELASTICSEARCH=locathost
7. Copving BaseRulp.cif:

Copy BaseRule.cfg to ElastAlert rules directory:bash

lleode

cp fetcfproceo/rules BaseRule.config fete/elustalert/mles!
8. Starting Pracco:

Start the Pracco service:bash

Heode
S.mpim run serve

Alerting tule creation and saving 1t shown i Figure 5.

Reporting
Generate reports from the ELK stack to analyze securty trends and identify areas for improvement.

| L Installing Nessus Essentials:
Download Nessus Essentials from the official website (www.tenable.com),
Instul] Messus Essentinls using the following commands:buash
| leode
:ﬁ;k! 1 Messus-§. 10, D-ubunto® |10 _smdtd deb fete/init dMessos sturt
Access Nessus Essentials via hips/YourServerlp:8834, create an account, and activate the product.
2 YVulnWhisperoer Installafion:
Ensure Python 2.7 is available.
Clome the VolnWhisperer repository-hash
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| fende

" ed fete/ it clone hitpsz!fgithub comH ASecurtySolutions VulnWhisperer cd VulnWhisperer/
| Install required dependencies and configure ValnWhisperer:bash

i ffeode

* sudo apt-pet install zlib] g-dew libxml2-dev libxslt1-dev pip install -r requirements. oot python setup.py install nano
| configs/frameworks example. i
i Configure the frameworks_example.ini file with Nessus credentinls and select enabled modules.
l Check the Nessus connection end download reports:bash
i feode
E vuln whisperer <F - conlige/frameworks example.ind -5 nessus
'!!fm&: Set up 4 cronjob to periodically check Nessus and download reports:bash
| crontab - SHELL=/bin‘bash * * * * * narlocalbin/vuln whisperer < fercVulnWhisperer/configs’
&w.-:wmkx “example.ini =/dev/null 2=4& |
i Iemport Elasticscarch templates and Kibona visualizations:
i Impaorn Elasticsearch template from here,
i Import Kibuha configuration from hare,
3 Add Nessus Logstash Configuration:
i e Copy the Nessus Logstash configuration file to /ete/logstash/conf.d/:bash
| e

| ed fetc/VulnWhisperer/resources/elkt/pipeline/ cp 1000 _nessus_process: file.conf /ete/logstash/conf.d/ od /cre/logstash/
,mnrd.-'namim nessus process file.conl
Mndﬂ}'thnmqnnmnﬁglmmtnmugmnh:mﬂgmhh
| 4. Restart Services and Check
| Restart Logstash and Elasticscarch serviceshash
| ifeode
| systemctl restart logstash clnsticsearch
Werify thit a new index 8 created for Vuln
J m&mmmmmmmmmﬁem
[ Check the reports in Kibana Dashboards,

Cronjobs can be used to automate the process of report generation as shown in Figure 6 and after all
virtualization using Kibana, the dashboard looks like in Figure 7.
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Figure 5. Creating a Wazuh alerting rule and saving 1t.
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Figure 7. The dashboard after virtualization.

Case Management (Optional)

Implement a case management system to track and manage security mncidents identified through vour
SIEM solotion.

I Instaflation and Configuration of TheFimve mnd Corlex:

+ Depluy TheHive 3.4.0-1 and Cores 3.0.1-1.

* Start Elnsticscarch and TheHive'Contex contmners using Docker Compose.
* Enmure Elnsticzenrch s runnimg and ncoessible,

o Aceess TheHive amd mwmmmﬂMI respectively.
* Updste dunhoses, creste admin ueers, and log in t both doshhoards '

2. A Walk-through TheHive and Cortex Dashboands:

* Apcesy TheHive end Cortea dashbounds vin web browseri,

+ Crente organizations and nsers in Corex oo monage Analypers.

* Emahle requirest Analysers in Cortex: for dot enrichment: :

+ Imegerate Cortex. with ThoHive by creating u user fior iniegration and genersting o AP key.

* Stop all containess, ¢reate an application configusasion Tile for Corey integration, and modify the docker-compose yml file

* Restart contiiners and verify Corex integration in TheHive dushboand.
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3. Installing MISE and Infegrating it with Thekive:
3L MISP Installation:
* Lipdnte nid apgmds aystem packages.
* [naiall MySQL client.
+ Downlond MISP mstallation seript and make it executuble.
* Run the installation seript, base URL and crepte 8 “misp” user whin primmpad,
+ Accows MISE web interface, suthenticate, and change the mitinl
* Enable MISP inlegration in Comex by configunng the MISP analy:er with approprisi= seitings.
El.hfilﬂhlm.umwﬂh Corex and TheHive:
* Create s user in MISP for Cortex intepration and copy the AnthEKev.
* Enable MISP 20 anplyzer in Cortes. with the MISP server URL s AnthKey.
» Configure Comex to ayiic feeds from MISP and perform analysis on provided data
+ Test the intepration by analyzing dats from MISP feads in Cortex und reviewing ihe nisults in TheHive.

4 Inweatigation: Case Monagoment with Thetlive:

* Utilize investigation cages in TheHive b manage secarity inidents from crsation toclodure

* Add taps, miteseverity, and track TP levels: for cases.

Create ks @ track investigative actions and sssign them to analysis.

Use gase iemplates to defing eomman investigation workflows and pre-populnto case metadats and tasks,

Track obssrvibles within the comtext of & cisz, such as 1P sddresses, domain nmmes, e

Leverage Cortex intepration o mitomntically submit obeervobles to OSINT research sites for ndditional context and analysis.

Incident response approach from ELK to alert generation process is shown in Figure 8.
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Wuzah Agent VWazuh Manbges Cartex MISP

Figure 8. Incident response approach.

RESULTS
Evaluation and Testing

To evaluate the performance of the proof of concept for the proposed use case, multiple tests were
conducted. These tests focused on assessing vanous aspects or components of the implemented
architecture across the workflow, starting from alert reception to automated respomses via the
deployment of custormized workflows.

1. Creating custom correlation rules from Suricata alerts

2. Creating Wazuh Active response configuration

Crpen the Mvarfossec/ete'ruleslocal_mules.xml file on your Wazuh server,
Add the following rules inside the <group> tags named custom_active_response_mles:
< name="custom ctive response rules™>
<rule w="100200" lavel="12"=
<if sid>B6601</if sid>
<field name="gvent_type"="alert§=/field>
<inatch=>ET DOS Inbound GoldenEve DoS attack-=/match>
{gi:;l:;[pﬁnnﬁfﬂldm'ﬁ.‘}'ﬂ DS atiack has been detected </desonption=
<l

=id=T 1 498<fid=
</milre=
<imle=
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<rule id="100201" level="12">
<if sid>R660 1</l sid>
<field name~"event type"="alertS-</feld>
<malch=ET SCAN Nmup Seripting Engine User-Apgent Deteoted {Nmap Scripting Engme)=/muich=
<descripion=Nmap scripting engine detecied </description=
<mifre=

<id>T[ 5850

<mitre=

<jrule=

g

A These miles will trigger the firewall-drop seript

Open the Wazuh server configuration file Srarfossec/ete’ossec. conf and confinm the command séction for firewall-
drop exists. Add the configuration block below if it does not:

<psyec_config>
<gommangd>
<name=firewnll-drop</name>
=executables=firewall-drop=</fexecutable=
<timeout_gllowed=yes</timeout allowed=
</pommand>
<fossec conligs
Edit the Waruh server configuration file fvar‘ossoe/cte’/ossee. conf and add the following section:

<pased config>
<HCHVE-rEspOnses
<gommand=firewall-drop</'command=>
<location=local=localion>
<rules id=>E00200, 10020 </mules id=
=timeout=1 B/ timeons=
</BCIiVC-response>
</assec_config>
Restant the Wazuh munager for the configuration changes to apply the configurations

These configurations will allow the firewall-drop script to include the malicious IP address in the
firewall’s block list on the monitored agent.

Observations

After seting the Wazuh with all the integrations properly a user can easily detect and response to the
treat according to 1ts own need providing the successful implementation of the ASAP model as shown
in Figures 9 and 10, a simulated attack was held to check the proper functioning of the model. Low
Orbit Ton Cannon (LOIC) software was used to execute a distributed denial of service (DDOS) attack

# B waluh e m—— —

| I —— ,
= ] " ——— N I

event log. The DDoS attack was blocked.
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FoOLsbnges Marfassecd g

Flgure 1{} W distributed denial ﬂf service {DD«DS} - lm*t blk&d hw E.revr"a_il
(agent active-response log).

on the machine IP and it was noticed that the ASAP model efficiently mitigates the incident and
responds to 1t by turning on the firewall and blocking all the traffic packets as rules established dunng
the model customization.

CONCLUSION

This implementation showcazes the effectiveness of combining Suricata for network event detection
and Wazuh for analysis and automated response to safeguard orgamizations against network-based
attacks, offering a tangible example of Wazuh's active response module in action. Through thorough
work and discussions with cybersecurity experts, valuable insights were gained from a recent cyber-
attack incident Tt became evident that having the appropriate security tooling, such as
EDE/XDR/'SIEM Firewall, 1s pivotal for detectmg and responding to cyber threats effectively.
Moreover, mamtaining a mhust mcident response plan and regularly reviewing and updating these
processes are essential practices Integration with external cvbersecunty agencies or services can
provide additional support for incident response planning, vulnerability assessments, and risk analysis.
Equally important i= ensuning that personnel possess the necessary skills and expertizse to respond to
cyber-attacks promptly. Regular traiming sessions on cybersecurity best practices can significantly
enhance the orgamization’s readiness to address security mcidents. In conclusion, c-rgamzalmns across
various sectors must establish a comprehensive c:}bersvecunty framework encompassing incident
response plans, regular assessments, automated response mechanisms, and effective communication
strategies. By prionitizing these measures, orgamzations can bolster their resilience against cyber threats
and safeguard their operations and data from potential breaches.

Future Work

Looking ahead. several avenues for fiture work can be explored to enhance the proposed
cybersecurnty system’s effectiveness and resilience against emerging threats. One promusing direction
involves imtegranng addmional Wazuh modules to augment the system’s detection capabilities. For
instance, incorporating the Wazuh malware detection module could provide a non-signature-based
approach to identifving anomalies and rootkits, thereby strengthenmg the system’s ability to detect
sophisticated malware attacks. Moreover, integrating external features like VirusTotal offers the
opportumty to leverage a vast reposttory of threat intellipence data. By automatically gquerying
WVirusTotal's application programming interface (APT) with file hashes detected by the file integnty
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monitoring (FIM) module, the system can swiftly identify potentially malicious files and generate alerts
for immediate investigation. This streamlined integration not only enhances threat detection but also
accelerates response times_ enabling crganizations to proactively matigate cybersecurity risks. Overall,
these future enhancements underscore the system’s commitment to staying ahead of evolving threats
and ensuring robust protection for organizations’ digital assets.
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